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ABSTRACT 
 

Consumers consistently send and receive numerous emails a day without much 
thought about what they receive and what happens after they click the send button. Such 
email communication faces possible dangers from viruses, phishing, fake emails, spam, 
and eavesdropping. Customers can be protected from such possible dangers if they use a 
secure and private encrypted email service. This study was conducted to find out 
feasibility of providing a new secured email service.   

Research methodology includes thorough analysis of two focus groups followed 
by survey of email users to find out how much people know and care about privacy of 
their emails, how much they are willing to pay if such service is offered and how can you 
reach to them. Based on survey responses we conduct thorough analysis to provide 
recommendations. 

 
Key words: Email Security, Feasibility Analysis 

 
INTRODUCTION 

 
Millions of emails are sent everyday throughout the United States and the world.  

People consistently send and receive numerous emails per day without much thought 
about what they receive and what happens after they click the send button. Email 
communications over internet consistently faces possible dangers from viruses, phishing, 
fake emails, spam, and eavesdropping [1, 2].  

Email users can be protected from possible dangers if they use a secure and 
private encrypted email service [3].  But such service will cost the users. Do the users 
have enough knowledge about possible dangers of using unsecured email? Do they 
believe their information is worth the price they have to pay for secure email service? 
And how much they are willing to pay? Thus a study was conducted to find out 
feasibility of providing a new secured email service.   
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LTURATURE REVIEW 
 

Internet has accelerated the process of globalization. It connects the people and 
businesses worldwide and continues to bring them closer [4]. Email provides one of the 
quickest modes of communicating large amount of information inexpensively over 
internet. Due to its benefits use of emails has drastically gone up in the last decade.  
People are sending more and more information via email. It has also become official 
channel of communication between government agencies, businesses and customers. As 
the use of email has gone up the possible dangers from viruses, phishing, fake emails, 
spam, and eavesdropping is continuously increasing.  Spam or “junk mail” refers to 
unsolicited emails sent in bulk, usually trying to sell a product or service that the receiver 
of the email has no interest in [5, 6].  Computer viruses are tiny software programs that 
replicate themselves and spread from one computer to another and effect the operation of 
an infected system [7].  In 2003, nine of the ten top viruses that year were spread through 
email.  Phishing involves the use 'spoofed' emails to lead consumers to counterfeit 
websites [8].  Fake email refers to send an email that looks like it is coming from 
somewhere or someone that it is not.  Unencrypted and unsecure email servers can leave 
email messages open to eavesdropping or snooping by various sources.  

Due to such possible dangers use of emails is decreased among businesses.  
According to survey by Pew Internet and American Life Project, 22% of respondents 
reduced the use of e-mail while 67% stopped using it. People are concerned that 
computers and technology is able to invade their privacy. One of the survey found that 
54% of the respondents express at least some degree of anxiety about this.  More concern 
is expressed about financial data than any other type of data. They also found that people 
who go online are no more concerned about this than those who don't [9]. Due to 
increasing threats to the privacy and security of customer information sent via email we 
see the potential for developing and providing secured encrypted email service. But the 
feasibility of offering such service needs to be thoroughly analyzed because such service 
will cost users.  Even though people are concerned about security they may not 
necessarily want to pay for it is available free of charge through internet service providers 
or from companies like Yahoo, Google. To find out how much people know and care 
about privacy of their emails, how much they are willing to pay for secured email and 
how can you reach to them this study was conducted. Research methodology of this study 
is explained in the next section.  
 

METHODOLOGY 
 

Two focus groups were conducted to gather information of participants’ general 
feelings about internet and email security and privacy. The questions were open ended 
and participants were encouraged to expand on their thoughts of the various subjects 
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discussed.  This was followed by email survey. Survey instrument was prepared based on 
purpose of study, past literature and focus group results. Survey questions were close 
ended and data gathered is used for statistical analysis.   
 

RESULTS AND CONCLUSIONS 
 

Survey and focus group results and recommendations for providing secured 
encrypted email service will be presented in the conference. 
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