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ABSTRACT 
Protecting our critical infrastructures is a daunting task, especially given the scope of the task 

at hand and the scarce resources available to accomplish the task.  This paper takes the position 
that the questions of what and how to protect in our critical infrastructures are best answered by 
first developing an understanding of the existing threats.  To this end, a threat identification 
matrix is presented based on the theoretical concepts of organizational mindfulness and the 
Singerian inquiring system.  Examples of the types of threats in each quadrant of the matrix are 
provided as well as recommendations for its effective use in identifying threats to critical 
infrastructure. 
 
 

INTRODUCTION 
 

In October of 1997 the President’s Commission on Critical Infrastructure Protection 
(President's Commission on Critical Infrastructure Protection, 1997) defined a critical 
infrastructure as “an infrastructure so vital that its incapacity or destruction would have a 
debilitating impact on our defense and national security.”  The attacks on the United States on 
September 11, 2001 caused an expanded and more comprehensive focus to be placed on critical 
infrastructures.  The Homeland Security Presidential Directive (HSPD) – 7 (The White House, 
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2003) issued in December of 2003, defined critical infrastructures as “...those systems and assets, 
the destruction or incapacity of which would:  

◦ cause catastrophic health effects or mass casualties comparable to those from the use of 
weapons of mass destruction, 
◦ impair federal departments’ and agencies’ abilities to perform essential missions or 

ensure the public’s health and safety, 
◦ undermine state and local government capacities to maintain order and deliver minimum 

essential public services, 
◦ damage the private sector’s capability to ensure the orderly functioning of the economy..., 
◦ have a negative effect on the economy through the cascading disruption of other critical 

infrastructure,  
◦ or undermine the public’s morale and confidence in our national economic and political 

institutions.” 
     This increased comprehensiveness is also seen in the number of critical infrastructure areas 
that have been defined.  When Presidential Decision Directive (PDD) number 63 (The White 
House, 1998) was released in May of 1998, the critical infrastructure was made up of 10 sectors.  
In 2009, with the release of the Department of Homeland Security’s (DHS) National 
Infrastructure Protection Plan, the number had grown to 18 (Department of Homeland Security, 
2009).    The critical sectors in the current DHS plan are listed in Table 1 below. 
 

1. Agriculture and Food 
2. Banking and Finance 
3. Chemical 
4. Commercial Facilities 
5. Communications 
6. Critical Manufacturing 
7. Dams 
8. Defense Industrial Base 
9. Emergency Services 
10. Energy 
11. Government Facilities 
12. Healthcare and Public Health 
13. Information Technology 
14. National Monuments and Icons 
15. Nuclear Reactors, Materials, and 

Waste 
16. Postal and Shipping 
17. Transportation Systems 
18. Water 

Table 1. Critical infrastructures and key resources. 
 

 
Because of the enormous complexity and size of the resources in these 18 areas, the question 

of what needs to be protected and how to go about protecting it becomes paramount (Lewis T. , 
2006).  The answers we derive to these questions are critical due to the fact that there are scarce 



resources that can be allocated for critical infrastructure protection (CIP) and the responsibility 
for protecting the critical infrastructure spans federal, state, and local jurisdictions (Lewis T. , 
2006).  The purpose of this paper is to assist security researchers and practitioners in answering 
these questions by providing a matrix to generate thoughts and general classifications of the 
various types of threats to critical infrastructures.  It is our hope that this tool will assist 
researchers in identifying the threats that exist to our critical infrastructures, so that we can better 
determine what should be protected and how. 

 

FOUNDATIONS OF THE THREAT CLASSIFICATION MATRIX  
 

The September 11, 2001 attacks on the United States by al Qaeda had a profound impact on 
the world.  In referring to this impact, Kalantzis writes:  

 
“In the first few days of reporting [on the September 11th attacks], CNN described these 

direct hits to the heart of U.S. global business and defense headquarters as a “low-tech/high-
concept” phenomenon.  That phrase provided a kind of key for me.  Evil, terrorists, oppressors, 
martyrs, men of God – it was about meaning and humanity, not the genius or might or the 
science of technology and the market, which so dominate the thinking of advanced 
democracies(Kalantzis, 2004).”  

 
As it relates to CIP, this quote holds a sobering message.  Just as the definitional components 

of critical infrastructure grew in scope, so did the number and type of threats critical 
infrastructure must be protected against.   More importantly the increase in the scope of threats to 
critical infrastructure significantly complicates the decisions on how to protect the infrastructure.  
This quote also alerts us to a blind spot as it relates to CIP.  Threats to critical infrastructure do 
not have to be based solely upon technological knowledge nor is simply having superior 
technology an effective deterrent to attacks on critical infrastructure.  The concept of the attack 
must be considered as well. 

 
From a theoretical standpoint, the issues of CIP are very similar to the issues that are faced by 

high reliability organizations (HROs).  These organizations are ones that have the ultimate 
responsibility of delivering consistent performance at high levels despite the presence of 
unpredictable situations where the potential for error is great.  Weick and Sutcliffe studied these 
types of organizations to find out why they were able to become so successful in maintaining 
reliability under these circumstances.  Examples of these HROs include nuclear power plants, 
police services, and aircraft carriers (Weick & Sutcliffe, 2001).   

 
Weick and Sutcliffe argue that disasters rarely happen as the result of a single event.  

Generally, they can be attributed to a culmination of smaller events that have been ignored by the 
organization.  The reason these events are ignored is many organizations only pay attention to 
the environmental cues that confirm things are well, resulting in the organization ignoring 
weaker cues that can signal disaster.  HROs, in contrast, constantly monitor their operations in an 
effort to anticipate threats and problems.  They are constantly seeking information that refutes 
the assumptions that all is well because no disaster has taken place.  Once a threat is  identified, 
swift and appropriate actions are taken to address them by the people most qualified to do so 



(Weick & Sutcliffe, 2001).  These actions are all constituent of the concept of organizational 
mindfulness. The principles of organizational mindfulness are presented below in Table 2. 

  
Principle Description 
Preoccupation with 
failure 

Failures receive great attention and error reporting is encouraged. 

Reluctance to simplify 
interpretations 

Seek input from diverse sources to find evidence that disconfirms 
preconceived notions. 

Sensitivity to operations Careful attention is paid to be aware of variance from the norm in 
operations.  Ongoing assessments and updates are made with help 
from everyone in the organization. 

Commitment to resilience Errors are addressed immediately before they worsen and once 
addressed a return to a state of preparedness for the next unforeseen 
event is made as soon as possible. 

Deference to expertise In times of trouble, the decision-making authorities are shifted to 
the organizational member or group with the greatest ability to deal 
with the issue. 

Table 2.  Principles of organizational mindfulness (Weick & Sutcliffe, 2001). 
 
 
Another theoretical base applicable to threat identification in critical infrastructures is the 

Singerian inquiring system.  This system is the most complex of Churchman’s inquiring 
systems(Churchman, 1971). Inquiring systems are teleological (goal-seeking) systems with the 
goal of creating knowledge for the good of humanity.  To create his inquirers, Churchman 
translated the views of some of the great western philosophers (Liebniz, Locke, Kant, Hegel, and 
Singer) into the language of systems.  Each of these systems has a mechanism for creating 
knowledge and a guarantor to ensure that the knowledge created by the system is 
“valid(Churchman, 1971).” 

 
The Singerian inquiring system is one of continual refinement.  It is based on a system of 

measures that is used to create models to explain some phenomenon.  When the models in the 
system can no longer adequately explain the phenomenon, new variables from outside the 
problem domain are “swept-in” to refine the model.  The process does not end here.  Eventually, 
this model will also be found to be inadequate, and another round of variables will be swept in.  
The sweeping in process continues indefinitely (Churchman, 1971).   

 
As stated earlier, we propose both organizational mindfulness and the Singerian inquiring 

system have excellent applicability to CIP. Classification of threats to critical infrastructure by 
the sophistication of the concept and level of technology employed provides a model for 
Singerian inquiring system improvement and structure for organizational mindfulness thus 
increasing awareness and, hopefully, protection of critical infrastructures.  It is for this reason 
these principles drive the design and recommended use of our threat classification matrix.   

 



THE THREAT CLASSIFICATION MATRIX 
 
The threat classification matrix is a two-by-two matrix, as illustrated in Figure 1.  The matrix 

is comprised of two dimensions: technology and concept. 
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Figure 1.  Threat classification matrix. 
 

Webster’s dictionary defines technology as “the branch of knowledge that deals with the 
creation and use of technical means and their interrelation with life, society, and the 
environment, drawing upon such subjects as industrial arts, engineering, applied science, and 
pure science.”  In the context of the matrix presented here, technology refers to any technical 
innovation or knowledge used to perpetrate an attack on critical infrastructures.  Examples 
include the use of programming knowledge to create malware or proficiency with technical 
devices such as explosives or electronic surveillance equipment. 

 
Concept in the context of our matrix is the complexity, creativity, and planning behind the 

attack.  For example, the attacks of September 11th were deemed high concept because no one 
believed that terrorists could take control of commercial aircraft with simple box cutters and turn 
them into guided missiles.  Contrast this with a low concept threat that has little thought or 
creativity involved such as the threat posed by a hurricane or other natural disaster. 

 
Having discussed the two dimensions of our matrix, the remainder of this paper will discuss 

the four quadrants that comprise the matrix and provide some examples of threats to critical 
infrastructure that would be classified in each of the quadrants.  It should be stated early on that 
the intent of these examples is not an attempt to provide a comprehensive list of the threats to 
critical infrastructures.  Rather, our goal is to present each quadrant and the type of threats that 
correspond to the quadrant as a starting point from which researchers and practitioners can begin 
a dialog to evaluate the various threats they face.   
 



THE QUADRANTS OF THE MATRIX 
 
High-technology/low-concept 

 
The high-technology/low-concept portion of the matrix serves to classify those threats that 

make ample use of cutting edge technology, but in a crude, random, or unplanned manner. An 
example of this type of threat to the critical infrastructure would be the threat posed by amateur 
crackers or “script-kiddies.”  These individuals possess sufficient knowledge of the technical 
knowledge and ability to use technology to bring down critical infrastructures, but lack the savvy 
of their more experienced counterparts.  Script-kiddies would be more likely to attempt attacks 
on critical infrastructures in locations that are commonly recognized (and secured) as being entry 
points.  Additionally, they generally could do so in a brute force manner or in a manner that does 
not cover their tracks.  

 
Take for example the attack on the U.S. Department of Defense computer networks in 1998 

that disrupted troop movements for a short time in the Persian Gulf.  Was this perpetrated by 
some nation’s high-tech military as a part of an extended cyber-warfare campaign?  Not unless 
the nation-in-question’s only citizens were two California teenagers that wanted to test out their 
computer skills(Lewis J. , 2003; Mondics, 2004; Condron, 2007).  Other examples of this type of 
“recreational hacking” abound which suggests that the greatest threats to our critical 
infrastructure may be from bored teenagers or criminals (Lewis J. , 2003). 
 
High-technology/high-concept 

 
Just because some believe the majority of our high-tech threats come from those that use 

crude methods (Lewis J. , 2003), it does not mean that sophisticated, well planned, high-
technology threats to our critical infrastructures do not exist.  Take for example the 
announcement made in January of 2008 by a senior CIA analyst at a small international 
conference of government and power company engineers.  Many in attendance must have been 
shocked when the analyst stated that a group of extortionists had managed to hack their way into 
multiple utilities outside the U.S. and disrupt power equipment and on at least one occasion 
created a disruption so great that it affected multiple cities in locations undisclosed by the CIA.  
Furthermore, the CIA did not know who was responsible.  In this instance, the attackers had 
attacked critical infrastructure, and were savvy enough to not get caught (Derene, 2009). 

 
This is an example of a high-technology/high-concept attack.  The attackers made great use of 

technology to perpetrate the attack on infrastructure, yet did so in a way that concealed them 
from the CIA, an organization with numerous resources designed to find perpetrators of just this 
kind of attack.  These threats are not just individual-based.  The belief is that China and Russia 
scan our networks routinely for vulnerabilities they can exploit in a time of conflict (Derene, 
2009).   

 



Low-technology/low-concept 
 
Low-technology/low-concept attacks are those attacks that use very little (if any) 

technological resources in a crude or unplanned manner.  Examples of these types of threats 
would include weather events such as hurricanes, accidental damage to critical infrastructure 
elements, or theft of elements of the infrastructure using non-technological means. 

 
An example of a low-technology/low-concept threat can be seen in the damages from weather 

events and acts of God.  The CEO of Entergy Texas, the utility that serves much of the power for 
the gulf coast area of Texas, reported in an interview that 392,000 of the 395,000 customers were 
without power due to Hurricane Ike (Bearden, 2008) and damage estimates were upwards of 1 
billion dollars.   

 
The multiple breaches of the Chicago datacenter of CI Host can serve as another example of 

this type of threat.  Multiple times during the years of 2005 through 2007 the data center was 
robbed utilizing techniques such as using a power saw to cut through the walls of the datacenter, 
and then repeatedly tazering and striking the manager with a blunt object (Goodin, 2007).   

 
This type of attack serves to remind us that CIP is not exclusively about technology.  In 

reporting on the multiple datacenter breaches, Dan Gooden writes “In recent years, many IT 
administrators have found religion about installing security patches and deploying other 
measures such as intrusion prevention systems to keep criminals from accessing their systems 
and the data stored on them. The series of break-ins at C I Host is a reminder that safeguards 
must also extend to more mundane protections, including dead-bolt locks and steel cages 
(Goodin, 2007).” 

 
Low-technology/high-concept 

 
The low-technology/high concept types of attacks are those that do not make high use of 

technology in their perpetration.  Rather these attacks are carefully and shrewdly planned or 
involve creative methods in their execution and the execution of these types of attacks is rarely 
flawed.  We have already discussed how the attacks on the U.S. of September 11, 2001 were 
examples of this type of attack.  Unfortunately, there are many other examples of this threat as 
well.   

 
Probably the most prevalent threat to our critical infrastructures of this type comes in the form 

of social engineering.  These types of attacks involve convincing people to reveal information 
that in many instances used to breach systems that are otherwise secure or difficult to breach 
(Lininger & Vines, 2007).  How does this relate to CIP?  To answer this question we need only 
look to one of the masters of social engineering, Kevin Mitnick.  He believes that the weakest 
link in any security system is not the electronic or physical systems put in place, but the people 
in the system that possess the information needed to gain access (Mills, 2008).  For example, 
during the 2008 Live HOPE (Hackers on Planet Earth) conference, Mitnick and other  hackers 
exchanged stories about how they used social engineering tactics to gain ID’s and other pieces of 
information out of telephone central office employees (Mills, 2008).  It should be noted, that 



even though social engineering attacks are listed here as low-technology, these types of threats 
can also make use technology as in the case of phishing emails. 

 
 

USING THE MATRIX 
 

While this matrix provides a mechanism for examining the treats to critical infrastructure, it 
can only be truly effective when used in a mindful manner consistent with the theories that drove 
its creation.  In accordance with the principles of organizational mindfulness presented earlier, 
this matrix needs to be used often to identify ever-increasing threats to critical infrastructure.  
However, frequent use is insufficient.  In order to effectively identify the various threats to 
infrastructure, there needs to be an honest and critical assessment of the ways critical 
infrastructure can be attacked.  This may be difficult or unpleasant for the people involved in 
planning the security of the infrastructure as it may point out flaws in the security measures they 
were responsible for creating.  However, to be consistent with the principles of organizational 
mindfulness, this type of behavior should be encouraged and rewarded.  

  
Additionally, when using the threat identification matrix, there should also be a reluctance to 

simplify the interpretations of the existing threat possibilities.  Details of identified threats should 
not be lumped together to form an aggregate threat like “terrorist threats.”  Rather specific threats 
of each type should be identified.  It is only by taking a more complex view of threats that we 
can be alerted to the specific areas that need protection and become aware of precursors to 
disaster (Weick & Sutcliffe, 2001).  For example, if the U.S. intelligence community had looked 
at many of the events that preceded the September 11th attacks with a reluctance to simplify 
interpretation, they might have noticed all of the terrorist suspects came into the country through 
one of the smallest airports in the nation and that the suspects informed their flight instructors 
they did not need to learn to land the airplanes as a part of their lessons. They might have tied the 
two facts together and prevented that terrible event from happening. 

 
In fact, using the threat classification matrix is not unlike the “destroy your business” (DYB) 

approach employed by Jack Welch when he was CEO of General Electric (GE).  In this 
approach, organizational members were charged with putting themselves in the shoes of their 
competitors and thinking of every possible way that their business could be destroyed so that 
they could then devise a strategy to address each identified threat.  Haynes (2005), likens this 
type of approach to an inquiring system based on the philosophy of Heidegger and states that its 
success depends on the intuition, self-discipline, self-criticism, and self-reflection of the 
organizational members. 

 
One can only expect that the members of the organization involved in this approach would 

eventually run out of ways to destroy their business and become complacent that they have all of 
their bases covered.  This possibility may also exist for those responsible for CIP.  We hope to 
overcome this tendency through the use of the threat identification matrix by drawing on the 
concept of “sweeping-in” variables found in the Singerian inquiring system (Churchman, 1971).  
In the Singerian inquiring system, a measure is refined to the point that it cannot be further 
refined, and then more variables are swept into the model.   In this case, however, we would not 



be sweeping-in new variables into a model, but encouraging the users of the matrix to sweep-in 
new perspectives on how to destroy the critical infrastructure from those not generally associated 
with CIP. This allows us to more fully comprehend the type and nature of potential threats so 
that we may more effectively utilize our resources for CIP.  

 
When implemented, it would work much like a joint application design (JAD) session in that 

the planning team would have a few core members, and then there would be members from 
various backgrounds that are swept-in and then swept-out.  It should also be done at a location 
outside the organization to avoid distraction.  Figure 2, below gives an example of how this 
process would work in an actual organization. 

 
 

 
Figure 2. CIP Process in Organizations 

 
 
It should be noted that when using the matrix some general types of attacks may fall into more 

than one quadrant on the matrix.  This is understandable as what may be a high-technology threat 
for one organization responsible for protecting the critical infrastructure from attack may be low-
technology for another.  The idea of concept is also not as clean cut as we may like it to be.  The 
fact that there may be some “gray areas” that will arise when attempting to classify attacks is 
inevitable.  However, remember that the point of the matrix is not to serve as taxonomy of the 
threats to infrastructure, but to serve as a tool that can be used to generate thoughts regarding the 
types of possible threats so that they may be considered when designing protections. 

 
 



IMPLICATIONS 
 

This matrix makes contribution to both research and practice.  For researchers, it provides a 
general classification scheme for the various threats to critical infrastructures.  This classification 
allows researchers to compare the various threats to critical infrastructures and to identify the 
types of threats where there is ample understanding and those where more research is needed to 
develop an understanding.  Thus, it can be of assistance in helping to establish a research agenda 
in the area of threats to CIP. 

 
As stated earlier in the paper, the implications for practice is to provide professionals in 

charge of CIP a tool that they can use to assist them in evaluating the various threats to critical 
infrastructure.  By examining threats from not only the technological perspective, but also from 
the perspective of the concept of the attack, it will help to eliminate some of the blind spots that 
can occur in critical infrastructure threat analysis.  These blind spots can further be reduced by 
using the matrix in a mindful manner and by collecting threat perspectives from individuals and 
groups not normally associated with CIP. 

 
Overall, the intent is for practitioners to gain as comprehensive a view of the critical 

infrastructure threats they face as possible.  By gaining this view of the threats, they can better 
answer the questions of what they need to protect in the critical infrastructure and how they will 
do so.  Better answers will allow for more effective distribution of the scarce resources allocated 
for CIP and, hopefully, ultimately result in better protection. 
 

CONCLUSION 
 
     CIP in the post-September-11 world is a daunting and complex challenge.  This is partially 
due to the massive size and interconnectedness of the critical infrastructure and partially due to 
the various levels of government and private agencies that have to work together to ensure that it 
is protected.  It is our intent that this work will assist those involved with CIP by encouraging 
them to consider not only the type of attacks expected, but also the types of attacks not 
anticipated or those attacks not yet invented.  For it is only by being mindful and considering 
what could happen that we can hope to prevent it. 
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